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8-Port 10/100/1000T 802.3bt PoE + 2-Port 100/1000X SFP

Managed Ethernet Switch

IEEE 802.3bt POE++ Managed Switch with Advanced L2/L4 Switching and

Security

PLANET GS-4210-8UP2S is an architecture-optimized 1U Gigabit IEEE 802.3bt PoE++
Managed Switch featuring PLANET intelligent PoE functions to improve the availability
of critical business applications. It provides IPv6/IPv4 dual stack management and built-in
L2/L4 Gigabit switching engine along with 8 10/100/1000BASE-T ports featuring 95-watt
802.3bt POE++ and 2 100/1000BASE-X SFP ports . With a total power budget of up to
180 watts for different kinds of PoE applications, the GS-4210-8UP2S provides a quick,
safe and architecture-optimized 802.3bt POE++ network solution for small businesses

and enterprises.

Powerful 802.3bt PoE++ Infrastructure Makes Remote Management So Convenient
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8 x Gigabit 802.3bt POE++ Port

J

2 x 100/1000BASE-X SFP Slot

Physical Port

8-port 10/100/1000BASE-T RJ45 copper with PoE injector
function

2 100/1000BASE-X SFP slots

RJ45 console interface for switch basic management and
setup

Switching

Hardware-based 10/100Mbps, half/full duplex and 1000Mbps

full duplex mode, flow control and
MDI/MDI-X

Features Store-and-Forward mode with wire-spee
and forwarding rates

IEEE 802.3x  flow control  for full

pressure for half duplex operation

10K jumbo frame

Automatic address learning and address aging
Supports CSMA/CD protocol

Power over Ethernet

Complies with IEEE 802.3bt PoE++ standard PSE
Backward compatible with IEEE 802.3at PoE+ and 802.3af
Power over Ethernet

Ports 1 to 8 support up to 95 watts

Each PoE port supports 54V DC power to powered device
180-watt PoE budget

Auto detects powered device

Circuit protection prevents power interference between ports
Remote power feeding up to 100 meters in standard mode
and 250m in extended mode

PoE management

— Total PoE function enable/disable

— POE PD Type for Standard/Legacy/UPOE mode option
— Temperature Threshold

— Per port PoE function enable/disable

PoE port power feeding priority
— Per PoE port power limitation
- PD classification

— POE extension

Intelligent PoE features

— PD alive check

— PoOE schedule

— Scheduled power recycling

Layer 2 Features

Prevents packet loss with back pressure (half-duplex) and

|IEEE 802.3x  pause frame flow control
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Cybersecurity Network Solution to Minimize Security Risks

The cybersecurity feature included to protect the switch management in a mission-
critical network virtually needs no effort and cost to install. Both SSHv2 and TLSv1.2
protocols are utilized to provide strong protection against advanced threats. The network
administrator can now construct highly-secure corporate networks with considerably less
time and effort than before.

Reliable Switch with Cybersecurity
for Mission-critical Network

{Strengthen

SSH/TLS

Redundant Ring, Fast Recovery for Critical Network Applications

The GS-4210-8UP2S supports redundant ring technology and features strong, rapid
self-recovery capability to prevent interruptions and external intrusions. It incorporates
advanced ITU-T G.8032 ERPS (Ethernet Ring Protection Switching) technology,
Spanning Tree Protocol (802.1s MSTP) into customer’s network to enhance system

reliability and uptime in various environments.
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IEEE 802.3bt PoE++ Solutions
The GS-4210-8UP2S supports the 802.3bt standard, supplying up to 95 watts per
802.3bt port for increased requirements of devices. It can offer more PoE applications,
such as:

m PoE PTZ speed dome cameras

m Any network device that needs higher PoE power to work normally

m Thin-client

m AlO (All-in-One) touch PC

m Remote digital signage display

« High performance Store and Forward architecture, broadcast
storm control, and runt/CRC filtering that eliminates
erroneous packets to optimize the network bandwidth

* Supports VLAN
— |EEE 802.1Q tagged VLAN
— Provider Bridging (VLAN Q-in-Q) support (IEEE 802.1ad)

Protocol VLAN

Voice VLAN

Private VLAN (Protected port)

— Management VLAN

- GVRP

* Supports Spanning Tree Protocol

— STP (Spanning Tree Protocol)
— RSTP (Rapid Spanning Tree Protocol)
— MSTP (Multiple Spanning Tree Protocol)
— STP BPDU Guard, BPDU filtering and BPDU forwarding
* Supports Link Aggregation
— |[EEE 802.3ad Link Aggregation Control Protocol (LACP)
— Cisco ether-channel (static trunk)
* Provides port mirror (many-to-1)
» Loop protection to avoid broadcast loops
» Supports ERPS (Ethernet Ring Protection Switching)

Quality of Service
* Ingress and egress rate limit per port bandwidth control
* Storm control support
— Broadcast/Unknown unicast/Unknown multicast
+ Traffic classification
— |EEE 802.1p CoS
— TOS/DSCP/IP precedence of IPv4/IPv6 packets
* Strict priority and Weighted Round Robin (WRR) CoS

policies

Multicast

» Supports IPv4 IGMP snooping v2 and v3
* Supports IPv6 MLD snooping v1, v2

* |IGMP querier mode support

* IGMP snooping port filtering

* MLD snooping port filtering

Security
* Authentication
— |IEEE 802.1X port-based network access authentication
— Built-in RADIUS client to cooperate with the RADIUS
servers
— RADIUS/TACACS+ login user access authentication
* Access control list
— |Pv4/IPv6 IP-based ACL
— MAC-based ACL
* MAC security
— Static MAC
— MAC filtering

» Port security for source MAC address entries filtering
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Built-in Unique PoE Functions for Powered Devices Management
Being the managed PoE switches for surveillance, wireless and VolP networks, the GS-
4210-8UP2S features the following special PoE management functions:

m PD alive check

m Scheduled power recycling

m PoE schedule

m PoE usage monitoring

m PoE extension

Intelligent Powered Device Alive Check

The GS-4210-8UP2S can be configured to monitor connected PD (Powered Device)
status in real time via ping action. Once the PD stops working and responding, the GS-
4210-8UP2S will resume the PoE port power and bring the PD back to work. It will
greatly enhance the network reliability through the PoE port resetting the PD’s power

source and reducing administrator management burden.
PD Alive Check
Checking alive status for 3 times
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Scheduled Power Recycling

The GS-4210-8UP2S allows each of the connected PoE IP cameras or PoE wireless
access points to reboot at a specified time each week. Therefore, it will reduce the
chance of IP camera or AP crash resulting from buffer overflow.

IP Camera

AP Router

PoE lighting @

IlE IP Phone

Door Phone

Automatically Reboot

DHCP snooping to filter distrusted DHCP messages
Dynamic ARP Inspection discards ARP packets with invalid
MAC address to IP address binding

IP source guard prevents IP spoofing attacks

DoS attack prevention

Management

IPv4 and IPv6 dual stack management

Switch management interface

— Web switch management

— Console and telnet command line interface

— SNMP v1 and v2c switch management

— SSHv2, TLSv1.2 and SNMP v3 secure access

SNMP Management

— Four RMON groups (history, statistics, alarms and
events)

— SNMP trap for interface link up and link down notification

User privilege levels control

Built-in Trivial File Transfer Protocol (TFTP) client

BOOTP and DHCP for IP address assignment

System maintenance

Firmware upload/download via HTTP/TFTP

Configuration upload/download through HTTP/TFTP

— Dual images

Hardware reset button for system reboot or reset to
factory default

SNTP Network Time Protocol

Network Diagnostic

— SFP-DDM (digital diagnostic monitor)

— Cable diagnostics

— ICMPv4/ICMPV6 remote ping

Link Layer Discovery Protocol (LLDP) and LLDP-MED
Event message logging to remote syslog server
PLANET Smart Discovery Utility for deployment
management

PLANET NMS system and CloudViewer/CloudViewerPro for

deployment management



